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Key Traits: 

✓ It incorporates signing and 
encryption mechanisms to 
offer enhanced privacy 

eDIPLOMAS AT A GLANCE

eDiplomas is an online platform that implements a mediator 
between the diplomas holder, the issuing institution and the 
authenticity validator (public or private entity) 

✓ It holds no diplomas data

✓ It follows a  data centric 
design  versus a document 
centric design  



KEY STAKEHOLDERS

Diploma holder and 
resource owner 

THE CITIZEN

Awarding legal entity
and primary 
authoritative source

THE HEI

Registered organizations 
that  are entitled to act as 
validator upon approval 

THE ORGANIZATION



THE ECOSYSTEM

It’s not just eDiplomas

Auditing

System

Organizations 

Management
Ticketing

System

SIS 

Diplomas Subsystems

Registry of Diplomas 

Templates



eDIPLOMAS GOALS (2020)

• Expand the deployment across all 25 
Greek HEIs, and go beyond by supporting 
all educational levels

• Complete the development of the 
peripheral subsystems (Registry of 
Diplomas Templates, Auditing, 
Organizations Management)

• Synergize with corresponding initiatives 
across Europe (EBSI, EMREX, etc. ) 

• Release the platform as Open Source 
Software

In product lifecycle terms eDiplomas has passed the 
phase of introduction and is now in growth phase



DESIGN CONSIDERATIONS 

AuthN

1. 

AuthZ

2. 

Data Schemas

4. 

Privacy

3. 



AUTHENTICATION

Leverages the national authentication 
service via a corresponding plugin 

1. 

Uses institutional 
authentication only for 
the helpdesk 
subsystem

Does not depend on 
alumni institutional  
accounts

Requires a linkage 
identifier between the 
National Authn
Provider and the HEIs

3. 2. 1. 



AUTHORIZATION2. 

Typically access requires prior holder’s consent.

Access Control
Access is 
accomplished via 
OAUTH2 
Authorization Code 
Grant method and 
JWT tokens

3. 2. 1. 
Diploma Scopes
Diplomas are made 
up of several scopes   
(subsets of 
information)

Access is granted to 
specific scopes

Revocation
Access is granted 
for a limited lifetime

Holder can revoke 
access at any time 

eDiplomas provides flexible ways to authorize access 
to the different subsets of the diploma information.



PRIVACY (1/2)

The request to HEI: 

HEIs respond with 
the matching 
diplomas, their 
signatures and the 
signature for each 
requested scope

eDiplomas requests 
specific fields for the 
diplomas mapped to 
a specific SSN

eDiplomas verifies 
the persistent 
signature of the  
diploma

3. 2. 1. 

3. 

HEI

SSN, Scope1, Scope2, …

Full Diploma & Sig (stored) 

Sig of Scope1, Sig of Scope2, …



PRIVACY (2/2)3. 

Organization App

(Scope1,Sig1) (Scope2, Sig2), …

Encrypts with the 

public key of the client 

Signs with the private 

key of eDiplomas

eDiplomas verifies 
the signature of 
each scope 
requested

eDiplomas encrypts 
and signs the 
requested scopes 
and send the 
response to the 
client

4. 5. What’s the security 
incident we need to 
protect from?

The response  to the Organization: 



DATA SCHEMAS (1/2)

Diploma templates are 
decoupled from holder’s 
specific data 

Diploma templates are 
made available as Open 
Data on a public registry

Extensive use of Reference 
Data and Registries

Extends the digital diploma 
with the ISCED codes for 
educational fields and 
levels

eDiplomas follows a data 
centric approach.

The artistic layout of the 
paper based diploma is 
out of scope

3. 2. 1. 

4. 4. 

Participating HEIs need to comply with certain data 
schemas in order for the consuming parties to be 

able to interpret the data accurately



4. DATA SCHEMAS (2/2)



THREE MODES OF OPERATION (1/3) 

Registered organizations implement their own OAUTH2 Client to 
interface with eDiplomas and retrieve diploma information

THE CLIENT SIDE IS PROVIDED BY THE ORGANIZATION

FLOW: 

1. The flow starts from the organization’s web page. Organization 
requests access to citizen’s diploma and for that reason redirects the 
user to the eDiplomas authorization server.

2. Upon user consent the organization receives a token that allows the 
retrieval of the authorized diploma information  

Note! User experience and handling of data depend on the organization’s implementation



THE CLIENT SIDE IS PROVIDED BY THE 
ORGANIZATION



THREE MODES OF OPERATION (2/3) 

FLOW: 

1. The flow starts at the eDiplomas Citizens Interface. Users select the 
organization they want to grant access to and receive a unique hash 
key for the specific case 

2. Authorized personnel of the organization, via  the eDiplomas
Organizations interface gets access to user’s diploma by using the 
hash key

Registered organizations without the ability to implement their own 
OATH2 Clients , use instead the eDiplomas Interface for Organizations

THE CLIENT SIDE IS PROVIDED BY eDiplomas



THE CLIENT SIDE IS PROVIDED BY eDiplomas



THREE MODES OF OPERATION (3/3) 

Note! Ex-Officio authenticity check also requires HEI’s consent on organization basis

Authoritative state bodies, need to verify the authenticity of 
already submitted  to them diplomas

EX OFFICIO DIPLOMAS AUTHENTICITY CHECKS

FLOW: 

1. Entitled organizations, via authorized personnel, use the eDiplomas
Organizations Interface to access Ex Officio authenticity checks 

2. By filling in a combination of data found  in the hard copy diploma 
they verify the authenticity of the diploma



EX OFFICIO DIPLOMAS AUTHENTICITY CHECKS



HEIs: STEPS TO JOIN EDIPLOMAS

Register the 
diploma 

templates under 
their jurisdiction

Map diplomas 
records with the 
selected national 
identifier

Implement the 
eDiplomas API on 

their Student 
Information 

System

Make the 
diplomas records 
issued available 
through the API

Step 1 

Step 2 

Step 3 

Step 4 



There are two paths that HEIs can follow to make diplomas 
available to the platform: 

• Online or Batch Mode 
HEIs make available diplomas on per department or per program 
basis via a batch process, periodically or online whenever a 
diploma is issued at the SIS level.

• Upon Citizen’s Request 
The citizen can submit a ticket via the eDiplomas interface in 
order to notify the institution about a missing diplomas or about 
an error. The request is handled by the institution staff through 
the eDiplomas Ticketing System. 

HEIs: HOW TO REGISTER DIPLOMAS

Note! The option for citizens to submit requests is enabled per institution



Diplomas Templates 
Registry, Web App

Organizations 
Management, Web 
App

Intergrade with 
EMREX  implement an 
eDiplomas-ELMO 
Gateway

THE ROADMAP

… …
…Done In Progress Next Step

Ticketing Subsystem, 
Citizens can submit 
requests if diplomas 
search fails to bring 
results

eDiplomas Store 
Driver, SIS requests 
dispatching and error 
handling

Validate cutting edge 
technologies (DLT, SSI, 
VCs etc) 

Monetization 
option via an 
ePayment
Module



TECHNOLOGIES

JOSE: JSON object signing and encryption 

JWT: JSON Web Tokens



Thank you! 
Contact : 

nvoutsin@gunet.gr 

For more info:
https://ediplomas.gr


